Thisisa?work?in progressand is not complete. | have only made it available because a few people
requested to seeit.

What the Deuce LNK s!

This write-up is not done in an official white-pamapacity, it was done as | am talking to mysatil answering
myself. This was tested on 2003 server, Office 2@dd Acrobat 8. | highly recommend you test LNKadaith the
exact OS and softwares to which you have questibost.

This is not a write-up about the internals of LNIeg there are already excellent write-ups abaait ith papers such

as “TheMeaningofLIFE”.

| was looking at my recent files folder on a 20@8ver laptop on and was wondering what causeddgkea’ LNK
files. | noted going back as far as the historthef Recent folder went there were a few PDF an€ @S Word
.doc and .docx) LNKs here and there 33 and 41 {notuding the yesterday or current day) for plast 6 months.
Certainly | have reviewed more PDFs and DOCs thahih the past 6 months, so where are the rabedfNKs?
Why do some remain while some are replaced oreld®et

The biggest thing is always test the same versi@oéiware on the same OS as your examination vgilbbe, to
ensure you get the proper results. What | havaégbhere is LNK files are specific to how a fileas accessed
with a particular program. It makes a differencé.NK and MRU if you double click on a file likeRDF file as

opposed to File | Open in Acrobat Reader.

To test the theories here | created to test foldddOC_Test” and “ PDF_Test “ in each of the folsléplaced 26
DOCs and PDFs respectively numbered 01-26 for lgcbxtension.

— - Ll

Lz

5 |22 pa_poc_Test

ind Folder Tasks

Iame

Size: | Tvpe

Date Modified

Date Created

I8 01-TEST123321 docx

10KE

Microsoft Office Wa,..

2012-01-05 11:47

2012-01-05 11:46

1] 07-TEST123321 . docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:48
¢ Places #  ®)o3-TEST123321.docx 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:48
91 04-TEST123321 . docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:48
Jata (D) 9 05-TEST1 23321 docx 10KE Microsoft Office Wo,..  2012-01-05 11:47 2012-01-05 11:48
Ay Documents ) 06-TEST123321 . docx 10KE  Microsoft Office Wo,,,  2012-01-05 11:47 2012-01-05 11348
“omputer 1] 07-TEST123321 . doex 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
- 1] 08-TEST1 23321 docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1) 09-TEST123321  docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 10-TEST123321 . docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
ils 1] 11-TEST123321 .docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
8] 12-TEST123321  docx 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1EEIESt 1] 13-TEST123321 . docx 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
Modfied: Today, Jenuery 0] 14-TEST123321 docx 10KE  Microsoft Offics Wo...  2012-01-05 11:47 2012-01-05 11:49
012, 1153 ] 15-TEST123321 docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 16-TEST123321 .docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 17-TEST1 23321 docx 10KE  Microsoft Offics Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 1 8-TEST123321 . doex 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 19-TEST123321 .docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1) 20-TEST123321  docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 21-TEST123321 . docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
i) 22-TEST1 23321 .docx 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
8] 23-TEST123321  docx 10KE Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 74-TEST1 23321 docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
i8] 25-TEST1 23321 docx 10KE  Microsoft Offics Wo...  2012-01-05 11:47 2012-01-05 11:49
1] 26-TEST123321 . docx 10KE  Microsoft Office Wo...  2012-01-05 11:47 2012-01-05 11:49
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dit  Wiew Favorites  Tools  Help
= | ? p | Search Falders Elv
Mame Size | Type | Date Modified
nd Folder Tasks ¥ 'i01-Checking Microsoft Windows Syskems For Signs of Compromise.pdf | 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
02-Checking Microsaft Windows Syskems For Signs of Compromise. pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
t Places 3 - 03-Checking Microsoft Windows Systems For Signs of Comprormise, pdf 144 B Adobe Acrobsk Doc,,,  2006-01-30 14:47
| 04-Checking Microsoft Wwindows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
ata (D:) L 05-Checking Microsoft Windows Systems For Signs of Comprornise, pdf 144 kB  Adobe Acrobak Doc,..  2006-01-30 14:47
Ty Documents | 06-Checking Microsaft Windows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc,.,  2008-01-30 14:47
‘ompuker | 07-Checking Microsoft \Windows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
[— .| 08-Checking Microsoft \Windows Systems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc..,  2008-01-30 14:47
| 09-Checking Microsoft Windows Systems for Signs of Comprormise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
| 10-Checking Microsoft \Windaws Swstems For Signs of Compromise. pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
ils -3 ~| 11-Checking Microsaft \Windaws Systems for Signs of Compromise, pdf 144 KB Adobe Acrobat Doc,.,  2008-01-30 14:47
= 12-Checking Microsoft Wwindows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
;'I:d—e]r-es': 13—Checking Microsaft \Windaws Systems For Signs of Compromise. pdf 144 KB Adobe Acrobat Doc...  2008-01-30 14:47
Wodified: Today, January ~| 14-Checking Microsoft Windows Swstems for Signs of Comprormise, pdf 144 KB Adobe Acrobat Doc,,,  2008-01-30 14:47
17, 11:44 | 15-Checking Microsoft \Windows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
- 16-Checking Microsoft \Windows Systems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc..,  2008-01-30 14:47
~| 17-Checking Microsoft Windows Systems for Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
| 18-Checking Microsoft \Windaws Swstems For Signs of Compromise. pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
- 19-Checking Microsaft \Windaws Systems for Signs of Compromise, pdf 144 KB Adobe Acrobat Doc,.,  2008-01-30 14:47
| 20-Checking Microsoft Wwindows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
.| 21-Checking Microsoft \Windows Swstems For Signs of Compromise. pdf 144 KB Adobe Acrobat Doc...  2008-01-30 14:47
~| 22-Checking Microsoft Windows Swstems for Signs of Comprormise, pdf 144 KB Adobe Acrobat Doc,,,  2008-01-30 14:47
| 23-Checking Microsoft \Windows Syskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
| 24-Checking Microsoft \Windows Systems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc..,  2008-01-30 14:47
~-| 25-Checking Microsoft Windows Systems for Signs of Comprormise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47
2] = 26-Checking Microsoft Windows Swskems For Signs of Compromise, pdf 144 KB Adobe Acrobat Doc...  2006-01-30 14:47

al

First test: Open 1-13 of the PDFs by double ctigktach one. We check the Recent folder whild$hEDS are
open, and we see only 10 (04-13) LNK files. Weselthe 13 PDFs and the Recent folder shows the &K

files.
J Recent
File Edit “iew Favorites Tools Help
OBack - ? / ! Search Falders Elv

Bk

Address |_‘| CihDocuments and SettingsiiySelfiRecent

ﬂﬂGo

1)
l."

Links

= ‘ Marme: Size | Type Date Modified | Date Created | s
File and Folder Tasks ¥ & 13-Checking Micrasaft Windows Systems For Signs of Compromise. pdf L KB Shartcut 2012-01-05 12:09 2012-01-05 12:09 o
|5 __PDF _Test LKB  Sharkcut Z012-01-05 12:09 2012-01-05 12:08

é\-_ 1#-Checking Microsoft Windows Systems for Signs of Compromise. pdf
é\-_ 11-Checking Microsoft Windows Systems for Signs of Compromise. pdf

»

Other Places

= MySelf é\-_ 10-Checking Microsoft Windows Systems for Signs of Compromise. pdf
[} My Documents é\-_ 09-Checking Microsoft Windows Systems for Signs of Compromise. pdf
§ Computer é\-_ 08-Checking Microsoft Windows Systems for Signs of Compromise. pdf

‘3 Network é\-_ 07-Checking Microsoft Windows Systems for Signs of Compromise. pdf

é\-_ 06-Checking Microsoft Windows Systems for Signs of Compromise. pdf

& 05-Checking Microsoft Windows Systems for Signs of Compromise. pdf

Details * E_?D‘t-chetkmg Microsoft Wwindows Systems For Signs of Compromise.pdf |
[a)Mew Folder
10 items selected. = ‘ 4 ‘

10 objects selected
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LKB Shortcut
LKB Shortcut
LKB Shortcut
1KB  Shortcut
1KB  Shortcut
1KB  Shortcut
1KB  Shortcut
1KB  Shortcut
1KB  Shortcut
LKB  Shortcut

2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
2012-01-05 12:08
Z2012-01-05 12:06

6.70 KB

2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
2012-01-05 12:05
Z012-01-05 12:06

a' My Computer

|
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So we check the MRU for the PDF extension at HKCU
\Software\Microsoft\Windows\CurrentVersion\Expldk@omDIg32\OpenSaveMRU\pdf and we find 10 references
to stuff | opened the day before. Now why is tH:M®TE: | removed several entries here manuallthag were
client specific documents)

Wiew Favorites Help

(dmst ] | ruame Type Data
% A E"]'(Defau\t) REG_SZ (walug not set)
oex abfa } REG_SZ
0 ol E-;jiﬂn REG_S?
B st [a8c REG_SZ
Qew e}y REG_S2 MiALL2-Swikch_SEC-202 ook
8 pi2 E"je REG_SZ I \Ukils\Managing_Survivability, pdf
P [aB) REG_SZ
REG_SZ C\Documents and SettingsiMySelfiMy DocumentsiUnive_Menu, pdf
REG_SZ M:AUtIsDoning Business Around the Globe-Guides to Protecting and Securing our Data.pdf
2 pof E"]i REG_SZ MAUbIsYLZ-security-Hacking-Switches. pdf
i REG_SZ
3 perl [aB]MRLList REG_5Z chfjasgidh
@

pst
aw =lla 3

er\HKEY _CURRENT_USER|Softwarel Microsof by wWindows\ Currentyersiom Explorer| ComDlg32 OpenSaveMRIUY pdf

However, if we check HKCU \Software\Adobe\Adobe &loat\8.0\AVGeneral\cRecentFiles\ c-1-10 we find
reference to the last 10 PDFs we opened by dolibléng. And under the File menu in Adobe we dae $ame 10
references,

J= =
sorites  Help
[ds0 j Name Type Data
1 o] (DeFauIt) REG_5Z (value nat set)
(0 Access | |E)ars REG_S2 pos
(21 Accessiility sDI REG_BIMARY 2F 44 2F 5F 5F 50 44 46 5F 54 65 73 74 2F 31 33 2d 43 68 65 63 60 69 e 67 20 4d 63 62
+- (0 AdhocFarms tDITaxt REG_3Z JDj __PDF_Test13-Checking Microsoft Windows Systems For Signs of Comprarmise, pdf

{21 Adobetiswer

{23 advPrintDialog
+-] Annots

D Appearance

l:l AukoSaveDbocs
+-(] Avalert
+ I:I AWConversionFromPDF
+ D AvCanversionToPDF

[ avDisplay
=[] avGeneral

#-7 cDockables

=7 cRecentFiles

@
D 2
[:I 3
D 4
[:I [+
D [}
[:I or
D [
[:I 2]

#- 7 cToolbars

I;I BvTracker ﬂ 4 ‘
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So how do we update the OpenSaveMRU? | know lessaghe File | Open menu inside Adobe and opes fiti-
26. We check the Recent folder while the files@ven and we see only 10 (17-26). But wait wh#has just a few
lines down number 04, that we opened early by doalitking on the PDF files, but where are the ofhem

before?
2 Recent

Fil=: Edit “iew Favorites Tools Help

G Back ~ () ? P ) search Folders Elv

Address ‘_} CiiDocuments and SettingsyMySelfiRecent j
| Name Size | Type Date Modified Date Created
File and Folder Tasks ¥ E-_EZG-ChecHng Micrasoft Windows Systems Far Signs of Carmpromise. pd 1KE Shaorkcut 2012-01-05 12:36 2012-01-05 1236
[5)__ PDF_Test 1KB  Shorkcut 2012-01-05 12:36 2012-01-05 12:08
Other Places x & 25-Checking Microsoft Windaws Systems for Sians of Comprormise. pdf 1KB Shortcut 2012-01-05 12:36 2012-01-05 12136
1 24-Checking Micrasoft Windows Systems For Signs of Compromise. pdf 1KE Shortcut 2012-01-05 12:36 2012-01-05 12:36
) Mysef E|-_ 23-Checking Microsoft Windows Systems For Signs of Compromise. pdf 1KE Shartcut 2012-01-05 12:36 2012-01-05 12:36
[} My Documents E|-_ ZE-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE Shortcut 2012-01-05 12:36 2012-01-05 12:36
_‘L Computer & 21-Checking Microsoft Windows Systems For Signs of Compromise, pdf 1KE Shortcut 2012-01-05 12:36 2012-01-05 12:36
€ Hetwork E|-_ Z0-Checking Microsoft Windows Systems For Signs of Compromise. pdf 1KB Shartcut 2012-01-05 12:56 2012-01-05 1236
- &1 19-Checking Micrasoft Windows Systems For Signs of Compromise. pdf 1KB Shortcut 2012-01-05 12:36 2012-01-05 12:36
E|-_ 18-Checking Microsoft Windows Syskems For Signs of Compromise. pdf 1KE Sharkcut 2012-01-05 12:36 2012-01-05 12:36
Details * E|-_ 17-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE Shortcut 2012-01-05 12:56 2012-01-05 12,36
[ Mew Folder 1KB Shorkcut 2012-01-05 12:30 2012-01-05 12:06
10 ikems selected. #-2012-01-05 12-30-08. gif 1KE Shortcut 2012-01-05 12:30 2012-01-05 12:30
Total File Size: 6.70 KB H2012-01-05 12-24-23.gif 1KB  Shorkeut 2012-01-05 12:24 2012-01-05 12:24
&2012-01-05 12-10-22.qif 1KB  Shorkcut 2012-01-05 12:10 2012-01-05 12110
1 E‘n_m-checlqng Microsoft Windows Systems For Signs of Compromise, pdf 1KE Shortcut 2012-01-05 12:06 2012-01-05 12:08
&2012—01*05 12-06-38. gif 1KB Shorkcut 2012-01-05 12:06 2012-01-05 12:06
&ZUIZ-UI-US 12-05-51.qif 1KB  Shorkcut 2012-01-05 12:06 2012-01-05 12:08
B—ﬂLNK‘dUEX 1KB Shortcut 2012-01-05 11:54 2012-01-0511:54
v|4T e dem e | ARA A A ARiA A AE 4
10 objects selected £.70 KB d My

We once again check the MRU for the PDF extensimhvéola we see the 10 references to the filesusegpened.

p——
ites  Help

[ notazip j Narne: Type Data
(22 notazip-001 [aB)(Defaulty REG_SZ {value not set)
{23 notazip-002 a REG_SZ D:l__PDF_Test\24-Checking Microsoft Windows Systems For Signs of Compromise., pdf
DOnst b REG_5Z D\ __PDF_Testz5-Checking Microsoft windows Systems for Signs of Compromise. pdf
1 E"]c REG_SZ D:\__PDF_Test\26-Checking Microsoft Windows Systems for Signs of Compromise. pdf
D acx d REG_SZ DY PDF_Test\20-Checking Microsoft \Windows Systems for Signs of Compromise, pdf
1 ol [ab]e REG_5Z D\ __PDF_Testlz3-Checking Microsoft windows Systems for Signs of Compromise, pdf
g ;jtu F REG_SZ D\ __PDF_Testl 1 7-Checking Microsoft Windows Systems for Signs of Compromise, pdf
Cptz g REG_SZ DiY_ PDF_Test\22-Checking Microsoft \Windows Systems for Signs of Compromise, pdf
@ [ab]h REG_5Z2 D:\__PDF_Test!19-Checking Microsoft Windows Systems for Signs of Compromise. pdf
2 peap i REG_SZ D:\__PDF_Test\21-Checking Microsoft \Windows Systems For Signs of Compromise, pdf

[ab]; REG_5Z Di\__PDF_Testl18-Checking Microsoft Windows Systems for Signs of Compromise, pdf

[aB]mRLList REG_SZ chaegidhif

|

(3 prg
23 pek
(3 pes
(23 pet
(23 pptx
Sor =l ]

{ENT_USER\SoftwareiMicrosoftwindows\CurrentiersioniExplorer\ CombDlg 32 OpensaveRUpdf
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How about the Adobe Recent files? Same 10 refeseas¢he PDF MRU. So what about the number 04 fiNR
Is it a “straggler”? Why does it stay and non¢hef other previous PDF LNK files? It makes 11 LNI€$ not 10.
There is no reference to it in the MRU for PDF#\dpbbe Recent files in the Registry.

w Favorites Help

[ avDisplay

= [ AvGeneral
+1-_7] chockables
-1 cRecentFiles

+- cTookbars

(2 AvTracker

[ Batch

D Button Properties
+-[_] Catalog

{2 CheckBox Properties
+ [ ollab

D Comments
+ [ CompoundDocs

{2 DiskCabs

[:I DocPropertiesDialog

D Downtown

(22 Editar

[Z FindSearch
+ [ FormsPrefs

j Mame Type
[ab] (Default) REG_S5Z
i [a)aF= REG 57

[aB)rDrTest REG_S7

=l lul

7 so1 REG_BINARY

Data

{walue nat set)

[sle)

2f 44 2F 5F of 50 44 46 5F 54 65 73 74 2f 32 36 2d 43 68 65 63 6b 69 6e 67 20 4d 69 63
IDf _PDF_Testf26-Checking Microsoft Windows Systems For Signs of Compromise.pdf

KEY_CURRENT_USER\Software|Adobe!Adobe Acrobatis, 0\AvGeneralicRecentFilesicl

| created an new folder and put 10 different PDFs$, ilet us see if we can figure out what keegsdtnaggler. We
open these 10 PDFs, well now 04 is still there.

_J Recent
Eile Edit Wiew Favorites Tools  Help
O Back - ir y ! Search Folders Ev

Address |_J C:\Documents and Settings\MySelfiRecent

File and Folder Tasks

Other Places

) Myself

) My Documents
_é Computer

& Hetwork

Details
10items selected.

Total File Size: 6.78 KB

10 ohjects selected

»

Mame

Size | Type Date Madified Date Created

E_ Secure Deletion of Data from Magnetic and Solid-State Memory. pdf
[a)__Mew_FDF_Test
& SerubbedHardDriveMotPossible. pdf

E_ Recovering Unrecoverable Data The Meed for Drive-Independant Data R. ..

E‘-_ Overwriting Hard Drive Data, pdf

E_ Drive-Independent Data Recovery Ver14alrs, pdf

& Drive Ind=pendent Data Recovery TMRCZ00S Preprint. pdf

& Disk-Sanitization-Practices. pdf

E_ Counter-Forensic Tools Analysis and Data Recovery.pdf

&201 2-01-05 12-49-21.gif

&201 2-01-05 12-46-59.0if

&201 2-01-05 12-42-38.qif

[5)__PDF_Test

&201 2-01-05 12-30-06.aif

&201 2-01-05 12-24-23 gif

&2012-01-05 12-10-22 gif

| 04-Checking Microsoft Windows Systems For Signs of Comprorise. pdf
&ZDI 2-01-05 12-06-38 . gif

&201 2-01-05 12-05-51.gif

@jLNK.docx
G TEaT
EﬂRough Draft.docx
o

1 - Estimating the magnetic penetration depth using constant-height MEM im,..
& Efficient Sequence Detection for Intersymbol Interference Channels with ...

1KE  Shortcut
1KE  Sharkcut
1KE Shortcut
1KE Shortcut
1KE Shortcut
1KE Shorkcut
1KE  Shortcout
1KE  Shortcut
1KE  Sharkcut
1KE Shortcut
1KE Shortcut
1KE Shorbcout
1KE Shorkcut
1KE  Shortcout
1KE  Shortcut
1KE  Sharkcut
1KE Shortcut
1KE Shortcut
1KE Shorbcout
1KE  Shortcut
1KE  Shortcout
1KE Shortcut
1KE  Sharkcut
1KE Shortcut

2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-0513:03
2012-01-05 12:49
2012-01-05 12:47
2012-01-05 12:42
2012-01-05 12:36
2012-01-05 12;:30
2012-01-05 12:24
2012-01-05 12:10
2012-01-05 12:08
2012-01-05 12:06
2012-01-05 12:06
2012-01-05 11:54
2012-01-05 11:54
2012-01-04 20:22

2012-01-05 13:04
2012-01-05 13:03
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:04
2012-01-05 13:03
2012-01-05 12:49
2012-01-05 12:47
2012-01-05 12:42
2012-01-05 12:08
2012-01-05 12:30
2012-01-05 12:24
2012-01-05 12:10
2012-01-05 12:08
2012-01-05 12:06
2012-01-05 12:06
2012-01-05 11:54
2012-01-05 11:54
2012-01-04 20:11
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Let us check the Registry. The Adobe Recent filesw the 10 files from the New_PDF_Test folder. WiRr
PDF extension still shows the number 17-26 filesguse | double clicked each PDF, and we have ajread
discovered that only updates when we access Bj=h menu inside Acrobat.

-
otites  Help
(1= j Name Type Data
7 Access Eb](DeFault) REG_52 {value nok set)
(27 Accessibility J aFs REG_52 DOS
#-[ AdhocForms SDI REG_BEIMARY 2F44 2FSFEF 4265 77 5F 5044 46 5F 54 65 73 74 2F 536563 75 72652044 65 665 7
(0 Adobetiewer EthDIText REG_SZ IDj__Mew_PDF _TestjSecure Deletion of Data from Magnetic and Solid-Skate Memory pdf
(2 AdvPrintDialog
#-Z Annots

D Appearance
D AutoSavebocs
(0 Avalert
-] AvConwersionFromPDF
+ CI AYConversionToPDF
(27 avisplay
= AvGeneral
+-(17] chockables
=[] cRecentFiles
S
Qcio
D [
[:I o3
4
[:I [
[:I 4]
D 7
[:I o]
[deo
#-{_] cToolbars
(27 awTracker
(21 Batch ﬂ a4 |

ARENT_USER\SoftwareiAdobeifdobe Acrobats, yavGenerallcRecentFilesicl

mE|

rites  Help
[ netx | [ uame Type Data
{2 notazip (DeFauIt) REG_SZ (value not set)
(3 notazip-001 a REG_5Z D:Y__PDF_Test\24-Checking Micrasoft windows Systems For Signs of Compromise. pdf
(1 notaeip-00z E"]b REG_SZ Di\__PDF_Test|25-Checking Microsoft Windows Systems For Sians of Compromise, pdf
D nsl c REG_SZ D\ PDF_Test\2e-Checking Microsoft \Wwindows Systems For Signs of Compromise, pdf
Oon [ab]d REG_52 D\ __PDF_TestZ0-Checking Microsoft windows Systems For Signs of Compromise. pdf
% aex E"je REG_SZ D\__PDF_Test\23-Checking Microsoft \Windows Systems For Signs of Compromise, pdf
& zlsd: F REG_SZ Di\__PDF_Testl 1 7-Checking Microsoft windows Systems For Signs of Compromise, pdf
3 pio g REG_52 D\ __PDF_Test\##-Checking Microsoft windows Systems For Signs of Compromise. pdf
@ etz h REG_SZ D\__PDF_Test\19-Checking Microsoft \Windows Systems For Signs of Compromise, pdf
e i REG_5Z D\ __PDF_TestlZ1-Checking Microsoft windows Systems For Signs of Compromise, pdf
3 pean .j REG_52 D\ __PDF_Testl16-Checking Microsoft windows Systems For Signs of Compromise. pdf
3 pof MRUList REG_SZ chaegidhif
3 roe
2 pds
3 perl
[ pf
0 pfx |
O pop
3 php
(3 phr
Qe
{3 png
0 pek
£ pes
3 ppt
2 oo <4l

REMT_USERSoftwareMicrosoftiwindows\Currentyersion\ExploreriComDlg32iOpenSaveMR U pdF

Can we consistently create straggler LNK filesthink we will try opening the 26 files again. Thishe in reverse
order 13-01 and 26-14. Ok know we see 01-10 irRibeent folder and 04 is gone, because we haveddhs 04
LNK. You will see it is the only one with an ealicreation time. The Adobe recent registry estuidate and the
PDF MRU stays the same because of the method we=dpke files.
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3 Recent
File Edit Wew Favortes Tools  Help
O Back ~ ? | ? y, ! Search Faldzrs Elv

Addrass |_} Ci\Documents and SettingstMySelfiRecent

File and Folder Tasks

Other Places

) Myself

[} My Documents
o Computer

L 3 Metwork

Details
10ikems selected,

Total File Size: 6,70 KE

10 objects selected

ted

Mame Size | Type Date Modified Date Created

E_ 0z-Checking Microsoft. Windows Systems for Signs of Compromise. pdf 1KE Shortcut 2012-01-05 1515 Z012-01-05 15:15
E'_ 01-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE Shortcut 2017-01-05 1315 2017-01-05 13:15
[5)__PDF_Test 1KE Shorkout 2012-01-05 1315 2012-01-05 12:08
E_ 04-Checking Microsaft Windaws Systems for Signs of Compramise. pdf 1KE Sharkcut 2012-01-05 13115 2012-01-05 12:08
& 03-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE  Shorkcut 2012-01-05 1315 2012-01-05 13:15
E'_ 06-Checking Microsoft Windows Systems For Signs of Compromise. pdf 1KE Shortcut 2012-01-05 1315 2012-01-05 13:15
& 05-Checking Micrasoft Windaws Systems for Signs of Compromise. pdf 1KE Sharkcut 2012-01-05 13115 2012-01-05 13:15
& 03-Checking Micrasoft Windaws Systems for Signs of Compromise. pdf 1KE Sharkcut 2012-01-05 13115 2012-01-05 13:15
& 07-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE  Shorkcut 2012-01-05 1315 2012-01-05 13:15
E'_ 09-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE Shortcut 2012-01-05 13115 2012-01-05 13:15
E'_élﬂ-checking Microsoft \Windows Systems For Signs of Compromise. pdF 1KB Sharkcut 2012-01-05 1315 2012-01-05 13:15
|5 Mew Folder 1KE Shorkout 2012-01-05 1310 2012-01-05 12:06
&2012-01-05 13-10-41,gif 1KE Shorkeout 2012-01-05 1310 2012-01-05 13:10
&2012-01-05 13-09-42.qif 1KE sShorkout 2012-01-05 1309 2012-01-05 13:09
&ZDIZ-DI-DS 13-04-58. gif 1KB Shortcuk 2012-01-05 13:06 2012-01-05 13:05
&2012-01-05 13-06-02, gif 1KE Shorkout 2012-01-05 13:06 2012-01-05 13:06
[5) __Mew_PDF_Test 1KE Shorkeout 2012-01-05 13:04 2012-01-05 13:03
&2012-01-05 12-49-21.qif 1KE sShorkout 2012-01-05 1249 2012-01-05 12:49
&ZDIZ-DI-DS 12-46-59. gif 1KB Shortcuk 2012-01-05 12247 2012-01-05 12:47
&2012-01-05 12-42-38,gif 1KE Shorkout 2012-01-05 12242 2012-01-05 12:42
&2012-01-05 12-30-06, gif 1KE Shorkeout 2012-01-05 12:30 2012-01-05 12:30
&2012-01-05 12-24-23.aif 1KE Shorkout 2012-01-05 12:24 2012-01-05 12:24
&ZDIZ-DI-DS 12-10-22.qif 1KB Shortcut 2012-01-05 12:10 2012-01-05 12:10
&2012-01-05 12-05-51.gif 1KE Shorkout 2012-01-05 12:06 2012-01-05 12:06
E—ﬂLNK.docx 1KE Shorkout 2012-01-05 11:54 2012-01-05 11:54
e __ TEST___ 1KE Shorkout 2012-01-05 11,54 2012-01-05 11,54
E—ﬂRough Draft.docx 1KE Shortcut 2012-01-04 20022 2012-01-04 20:11

4

6.7

We open 26-14 using the File | Open method andeedlre 10 number 14-23 references. And we havegick a

new straggler number 09. Both registry entriesatgéccordingly.
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) Recent

File Edit ¥iew Favorites Tools  Help

O Back -+ [ fr /. ! Search Folders Elv

Address |_‘| C\Docurnents and Settings|MyselfiRecent

Mame Size | Type Date Madified Date Created
File and Folder Tasks ¥ E_ 14-Checking Microsoft \Windows Systems for Signs of Compromise.pdf 1KE Shorbout 2012-01-05 1327 2012-01-05 13:27
[a)__PDF_Test 1KE Shartcut 2012-01-05 13:27 2012-01-05 12:08
Other Places * & 15-Checking Microsoft Windows Systems For Sians of Compromise. pdf 1KE  Shorkout 2012-01-05 13:27 2012-01-05 1327
& 16-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1KE Sharkout 2012-01-05 13:27 2012-01-05 13:27
=) Myself E_ 17-Checking Microsoft \Windows Systems for Signs of Compromise.pdf 1KE Shorbout Z012-01-05 1327 2012-01-05 1327
L) My Documents E_ 18-Checking Microsoft \Windows Systems For Signs of Compromise. pdf 1KE Shorbout 2012-01-05 13:27 2012-01-0513:27
_é Computer - 19-Checking Microsoft Windows Systems for Signs of Compromise.pdf 1KE Sharkout 2012-01-05 13:27 2012-01-05 13:27
& Metwork E_ 20-Checking Microsoft Mindows Systems for Signs of Compromise. pdf 1KE Shortcut 2012-01-05 13:27 2012-01-05 13:27
= & 21-Checking Microsoft Windows Systems For Signs of Compromise pdf 1KE Sharkout 2012-01-05 13:27 2012-01-05 13:27
E_ z2-Checking Microsoft Mindows Systems for Signs of Compromise.pdf 1KE Shorbout Z012-01-05 1327 2012-01-05 1327
Details s & 23-Checking Microsoft Windows Systems For Signs of Compromise pdf 1KE Shartcut 2012-01-05 13:27 2012-01-05 13:27
[ Mew Folder 1KE Shortocut 2012-01-05 1317 2012-01-05 12:06
10items selected. & 2012-01-05 13-17-07.gF 1KE Shortut 2012-01-05 13:17 2012-01-05 13:17
Tatal File Size: &.70 KB Br-| 09-Checking Microsoft Windows Systems for Signs of Compromise.pdf 1KE Sharkout 2012-01-05 13:15 2012-01-05 13:15
&ZDIZ-DI-DS 13-10-41.0if 1KB Shorbcut 2012-01-05 13:10 2012-01-05 13:10
&2012*01*05 13-09-42.gif 1KE Shartcut 2012-01-05 13:09 2012-01-05 13:09
&2012-01-05 13-04-58 . gif 1KE shartcut 2012-01-03 13:06 2012-01-05 1305
&2012-01-05 13-06-02,gif 1KE Shartcut 2012-01-05 13:06 2012-01-05 13:06
[53) _ Mew_PDF_Test 1KE Shortocut 2012-01-03 13:04 2012-01-05 13:03
&2012-01-05 12-49-21.gif 1KB Shorkout 2012-01-05 12:49 2012-01-05 12:49
&2012-01-05 12-46-59,aif 1KE Shortocut 2012-01-03 12:47 2012-01-05 12:47
&2012-01-05 12-42-38.0if 1KB Shorkout 2012-01-05 12:42 2012-01-05 12:42
&2012-01-05 12-30-06, gif 1KB Shartcut 2012-01-03 12:30 2012-01-05 12:30
&ZDIZ-DI-DS 12-24-23.0ff 1KB Shorbcut 2012-01-05 12:24 2012-01-05 12:24
&2012*01*05 12-05-51.qif 1KE Shartcut 2012-01-05 12:06 2012-01-05 12:06
@LNK.CIDCX 1KE shartcut 2012-01-05 11:54 2012-01-05 11:54
oy TEST_ 1KE Shartcut 2012-01-05 11:54 2012-01-05 11:54
<
10 objects selected 6,70

Ok wait a second. Does this mean as long as btlopen number 09 it will remain a “straggler”? ¢ént ahead and
looked at yesterdays LNKs and we can see 12 PDFI.NRoes this mean they will remain in the Redeloter
until it is cleared or if that LNK is used agaih@uess only time will tell, and | will have to re back in mo nth
on those LNKs. But why those 12? | assure yoteyday when | was pondering this | opened no leas 50-100
PDFs. And, as | stated before not including todlag yesterday | have 33 PDF LNKs in my recenttierdntire
past 6 months. Knowing that there are days | dearch | spend some days doing nothing but redeidig after
PDF, 33 might not even cover one of those resedagh.

) Recent

File Edit View Favorites Todls Help

OBack - @) ? 7 Search Folders Elv

Address |_; C:\Documents and SettingsiMySelf|Recent

| Mame Size | Type Diate Modified Date Created
File and Folder Tasks ¥ Q'Uti\s 1KE  Shortout 2012-01-04 14:04 2012-01-04 09:39
E_ L2-5witch_SEC-202.pdf 1 KB  Shortcut 2012-01-04 14:00 2012-01-04 14:00
Dther Places 3 & Attack_5250_terminal_smulations_from_iSeties_server pdf LKB  Shorteut 2012-01-04 13:57 2012-01-04 13:57
@ Privacy Pays- Making Privacy part of the Coroprate Culbure.pdf 1 KB Shortcut 2012-01-04 13:57 2012-01-04 13:56
) MySelf E_ networksecurityguide. pdf 1 KB Shortcut 2012-01-04 13:56 2012-01-04 13:56
() My Documents & carrivore_draft_1.pdf 1 KB Shortcut 2012-01-04 13:55 2012-01-04 13:55
_‘5 Computer E_ EvidentData Remote Deskiop with Secure Tunnel ¥1.pdf 1 KB  Shortcut 2012-01-04 13:54 2012-01-04 13:54
& Network E_ cert.at-the_wow_effect, pdf 1 KB  Shortcut 2012-01-04 13:54 Z012-01-04 13:54
- |g64-Bit 1 KB Shortcut 2012-01-04 13:54 2012-01-04 01:11
[ Mew Micrasaft Giffice Word Document. doc 1KE  Shortout 2012-01-04 13146 2012-01-04 13146
Details Py #001.jpg 1KE Shorteut 2012-01-04 13146 2012-01-04 13146
Ej wedthurs. bxt 1 KB  Shortcut 2012-01-04 13:43 2012-01-04 13:43
12 items selected. = Evidence_of_Folder_Renaming, pdf 1KE  Shorteut 2012-01-04 12:50 2012-01-04 12:50
Takal File Size: 6.74 KB & PCGuide - Ref - Clusters (Allocation Units)pdf.,pdf 1 KB Shortcut 2012-01-04 12:50 2012-01-04 12:50
| E_ PCGuide - Ref -File Deletion and Undeletion. pdf 1 KB  Shortcut Z2012-01-04 12:50 Z012-01-04 12:50
&2012-01-04 12-40-38. gif 1 KE  Shortout 2012-01-04 12:40 2012-01-04 12:40

4
1Z objects selected 6.74 KB
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How about if we try something like make a copyhwge 26 PDFs and opening those in the same mefroth
here forth with respect to the PDF Registry entuieless something different happens | will forelgose
screenshots. We open Copy of 01-13 by doublé&inliceach and the 10 number 04-13 LNK files apjre#ne
Recent folder. The Adobe Recent files registryyenpdates and the MRU PDF registry entry does not.

7 Recent =1291%
Fle Edit Yiew Favortes Tools Help o
Qe - ) - (¥ ) search Folders | [T37]+
Address [ c:\Documents and SettingsipysefiRecent B ||Links »
Hame Size | Type Date Modfied Date Created Date Accessed | attributes | stabus  «|
File and Folder Tasks ¥ 3 Copy of 13-Checking Microsoft Windows Systems for Signs of Compromis... | 1KE  Shorteut 2012-01-05 13:43 2012-01-05 13:49 2012-01-05 13:49 a Oniine
) __FDF_Test 1KB  Shorteut 2012-01-05 15:43 2012-01-05 12:08 2012-01-05 13:49 s Online
Other Places 2 " Copy of 12-Checking Microsoft Windows Systems for Signs of Compromis... 1B shortout 2012-01-05 1348 2012-01-05 13:49 2012-01-05 13:49 a Orine
[ Copy of 11-Checking Microsoft Windows Systems for Sians of Compromis... 1KE  Shortout 2012-01-05 1243 2012-01-05 13:49 2012-01-05 13149 i Oniine
2 myself [ Copy of 10-Checking Microsoft Windows Systems for Signs of Compromis.. 1KB  Shorteut 2012-01-05 1349 2012-01-05 13:49 2012-01-05 13:49 a Oniine
(23 My Dacuments " Copy of 09-Checking Microsoft Windows Systems for Signs of Compromis... 1KB  Shorteut 2012-01-05 15:43 2012-01-05 13:49 2012-01-05 13:49 s Online
J computer " Copy of D8-Checking Microsoft Windows Systems for Signs of Compromis... 1B shortout 2012-01-05 1348 2012-01-05 13:49 2012-01-05 13:49 a Orine
& Network [ Copy of 07-Checking Microsoft Windows Systems for Sians of Compromis... 1KE  Shortout 2012-01-05 1243 2012-01-05 13:49 2012-01-05 13149 i Oniine
- [ Copy of D&-Checking Microsoft Windows Systems for Signs of Compromis.. 1KB  Shorteut 2012-01-05 1349 2012-01-05 13:49 2012-01-05 13:49 a Oniine
[ Copy of 05-Checking Microsoft Windows Systems for Signs of Compromis... 1KB  Shorteut 2012-01-05 15:43 2012-01-05 13:49 2012-01-05 13:49 s Online
Details S " Copy of D4-Checking Microsoft Windows Systems for Signs of Compromis... 1B shortout 2012-01-05 1348 2012-01-05 13:49 2012-01-05 13:49 a Orine
)New Folder 1KE  Shortout 2012-01-05 1337 2012-01-05 12:06 2012-01-05 13:37 i Oniine
10items selected. b 2012-01-05 13-36-44.qiF 1KB Shortcut 2012-01-05 15:37 2012-01-05 13:37 2012-01-05 13:37 A Online
Total File Size: 7.02 KB b 2012-01-05 13-37-35.iF 1KB  Shorteut 2012-01-05 137 2012-01-05 13:37 2012-01-05 13:37 s Online
b 2012-01-05 13-29-16.F 1B shortout 2012-01-05 1 %28 2012-01-05 13:29 2012-01-05 13:29 a Orine
b 2012-01-05 13-17-07.0fF 1KE  Shortout 2012-01-05 1217 2012-01-05 13:17 2012-01-05 1317 i Oniine
' 09-Checking Microsaft Windows Systems For Signs of Compromise. pdf 1KB  Shorteut 2012-01-05 1315 2012-01-05 13:15 2012-01-05 13:15 a Oniine
b 2012-01-05 13-10-41.iF 1KB  Shorteut 2012-01-05 110 2012-01-05 13:10 2012-01-05 13:10 s Online
b 2012-01-05 13-09-42.0F 1B shortout 2012-01-05 1308 2012-01-05 13:09 2012-01-05 13:09 a Orine
b 2012-01-05 13-04-58.0iF 1KE  Shortout 2012-01-05 1206 2012-01-05 13:05 2012-01-05 13::06 i Oniine
b 2012-01-05 13-06-02.giF 1KB  Shorteut 2012-01-05 13:08 2012-01-05 13:06 2012-01-05 13:06 a Oniine
) _New_PDF Test 1KB  Shorteut 2012-01-05 1304 2012-01-05 13:03 2012-01-05 13:04 s Online
b 2012-01-05 12-45-21.F 1B shortout 2012-01-05 1248 2012-01-05 12:49 2012-01-05 12:49 a Orine
b 2012-01-05 12-46-59.0fF 1KE  Shortout 2012-01-05 12147 2012-01-05 12:47 2012-01-05 12:47 i Oniine
b 2012-01-05 12-05-51 i 1KB  Shorteut 2012-01-05 12:08 2012-01-05 12:06 2012-01-05 12:06 a Oniine
PILNK. docx 1KB  Shorteut 2012-01-05 11:54 2012-01-05 1154 2012-01-05 11:54 s Online
__TEST 1B shortout 2012-01-05 1154 2012-01-05 11:54 2012-01-05 11:54 a Orine
[]Rough Draft. dorx 1KE  Shortout 2012-01-04 20022 2012-01-04 20:11 2012-01-04 2022 i Oniine
53 _Forms 1KB  Shorteut 2012-01-04 1348 2012-01-04 14:33 2012-01-04 19:46 a Oniine
() Systemiheck.txt 2KB  Shortout 2012-01-04 15:17 2012-01-04 15:17 2012-01-04 15:17 s Online
PsTools 1B shortout 2012-01-04 15:17 2012-01-04 1517 2012-01-04 15:17 a Orine
[gLogParser 1KE  Shortout 2012-01-04 15:12 2012-01-04 15:12 2012-01-04 15:12 i Oniine
1'5| FORMMIATE bk 1 VR Sharkeb ELTE R TR RERT) ELTEX IR PR LR TGR L) “ r\hlmllj
10 objects selacted 7.02KB 4 My Computer

Now we open the Copy of 14-26 and Recent files sti@anl 0 copy of number 17-26 LNK files. But now have a
new “straggler” copy of number 05, and the old nem®0 “straggler” remains as well.
J Recent
Ele Edit Wiew Favorites Tools Help

O Back = () ? /- ! Search Folders E-

Address [ Ci\pocuments and SettingsiySelfiRecent

Mame Size | Type Date Modified Date Creaked C
File and Folder Tasks ¥ E|-_ Copy of 26-Checking Microsoft Windows Systems For Signs of Compromis.., 1KEB  Shorkcut 2012-01-05 1356 2012-01-05 13:56 z
[a)__PDF_Test LKE  Shorkcut 2012-01-05 1356 2012-01-05 12:08 z
other Places E I Copy of 25-Checking Microsoft Windaws Systems for Signs of Compromis. . LKE  shortcut 2012-01-05 1356 2012-01-05 1356 2
E|-_ Copy of 24-Checking Microsoft Windows Systems For Signs of Compromis. .. 1 KB Shartcut 2012-01-05 13:56 2012-01-05 13:56 H
() Mysel 1 Copy of 23-Checking Microsoft Windows Systems For Signs of Compromis. . 1KB Shartcut 2012-01-05 13:55 2012-01-05 13:55 2
(£ My Documents S Copy of 22-Cherking Microsoft Windaws Systems For Signs of Compromis. . 1KB  Shartcut 2012-01-05 13:55 2012-01-05 13:55 2
5' Computer EL Copy of 21-Checking Microsoft Windows Systems For Signs of Compromis. .. 1 KB Sharkcut 2012-01-05 1355 2012-01-05 1355 2
& Metwork & Copy of 20-Checking Microsoft Windows Systems For Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55 z
= E|-_ Zopy of 19-Checking Microsoft Windows Systems For Signs of Compromis... 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55 z
E|-_ Copy of 1&-Checking Microsoft Windows Systems for Signs of Compromis. .. 1 KB Shorkcut 2012-01-05 13:55 2012-01-05 13:55 z
Details F-3 E-_ECopy of 17-Checking Microsoft Windows Systems For Signs of Compromis. ., LKE Shartcut 2012-01-05 1355 2012-01-05 1355 z
[ Mew Folder LKE  Shorkcut 2012-01-05 1350 2012-01-05 12:08 2
10 items selected. H-2012-01-05 13-50-51.gF LKE  Sharteut 2012-01-05 13:50 2012-01-05 13:50 2
Total File Size: 7.02 KB &L/ Copy of D5-Checking Microsoft Windows Systems For Signs of Compromis. . 1KB Shartcut 2012-01-05 13:49 2012-01-05 13:49 2
&ZDIZ-DI-DS 13-36-44.qiF LKB Shortcut 2012-01-05 13:37 2012-01-05 13:37 2
*2012-01-05 13-37-35.giF L1KB  Shortcut 2012-01-05 13237 2012-01-05 13237 2
*2012-01-05 13-29-16.giF 1KB Shortcut 2012-01-05 13:29 2012-01-05 13:29 z
*2012-01-05 13-17-07.gif 1KB Shortcut 2012-01-05 1317 2012-01-05 1317 z
E|-'-_09-Chscking Microsoft Windows Systems for Signs of Compromise, pdf 1 KB Shorkcut 2012-01-05 13:15 2012-01-05 13:15 z
*2012-01-05 13-10-41.qif LKE  Shorkcut 2012-01-05 1310 2012-01-05 13:10 z
&2012'01'05 13-09-42.qif LKE  Shorkcut 2012-01-05 1309 2012-01-05 1309 2
*ZDIZ—DI—DS 13-04-58.gif LKE Shorkcut 2012-01-05 13:06 2012-01-05 13:05 4
&ZDIZ-DI-DS 13-06-02.giF LKB Shortcut 2012-01-05 13:06 2012-01-05 13:06 2
[30)__Mew_PDF_Test LKB Shortcut 2012-01-05 13:04 2012-01-05 13:03 3
*2012-01-05 12-49-21.gif L1KB  Shortcut 2012-01-05 12:49 2012-01-05 12:49 2
*2012-01-05 12-46-59.giF 1KB Shortcut 2012-01-05 12:47 2012-01-05 12:47 z
*2012-01-05 12-05-51.gif 1KB Shortcut 2012-01-05 12:06 2012-01-05 12:06 z
@l,lLNK‘ducx 1 KB Shorkcut 2012-01-05 11:54 2012-01-05 11:54 z

Pl

10 objects selected 7.0ZKE
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Well | guess we will wait until tomorrow to see vitieppens with the current PDF LNKs. On to DOCs.

We would we think the DOC LNKs would show the sameavior, for the most part they do. Here we skidew
we have DOCs number 01-13 open there are 13 LN il the Recent folder, unlike only showing 10hwite
PDF LNKs.. However, when we close the DOCs werdg ©0 number 01-10 LNKs remain. (NOTE: files wer
opened 01-13 sequentially and closed 13-01 se@lignti

(=}

GBack - & tr /.7 ) Search Folders Elv

address [ c:\Doruments and SettingsiMySelfiRecent

Name Size: | Type ‘ Date Modified ‘ Date Created [
File and Folder Tasks ¥ Eﬂl}TESTIZSEZI .docx 1KE  Shortcut 2012-01-05 14:56 201z-01-05 14:56 :
|1 __DOC_Test 1kB  Shortout 2012-01-05 1456 2012-01-05 1456 H
Other Places 2 [#)12-TEST123321 docx 1KE  Shorbeut 2012-01-05 14:56 2012-01-05 14:56 H
Eﬂll'TEST123321‘dOCX 1kB  Shortout 2012-01-05 1456 2012-01-05 1456 H
) Myselt [110-TEST123321, docx 1KE  Shorteut 2012-01-05 14:56 2012-01-05 14:56 H
[} My Documents EﬂUQ'TEST123321‘dOCX 1kB  Shortout 2012-01-05 1456 2012-01-05 1456 H
3 Computer [ 08-TEST123321, docx 1KE  Shortout 2012-01-05 14:56 2012-01-05 14:56 H
2 Hetwork bifJo7-TesT123321 doc 1KB  Shortcut 20120105 14:56  2012-01-05 19:86  :
EﬂUS-TESTIZSEZI‘dUEX 1KB  Shortcut 2012-01-05 14:56 201z-01-05 14:56 :
EﬂUS'TEST123321‘dOCX 1kB  Shortout 2012-01-05 1456 2012-01-05 1456 H
Details % [)04-TEST123321 docx 1KE  Shortout 2012-01-05 14:56 2012-01-05 14:56 H
EﬂU3'TE5T123321‘dOCX 1kB  Shortout 2012-01-05 1456 2012-01-05 1456 H
13 items selected. |4 |02-TEST1 23321 dacx 1KE  Shortcut 2012-01-05 14:56 2012-01-05 14:56 i
Total File Size: .34 KB [i]01-TEST123321 . doce 1KE  Shortcut 2012-01-05 14:56 2012-01-05 14:56 H
[aZiNew Folder 1KB  Shortcut 2012-01-05 13:57 2012-01-05 12:06 :
&ZUlZ'UI*US 13-57-14.gif 1kB  Shortout 2012-01-05 13:57 2012-01-05 13:57 H
E-;Cuuy of 28-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:56 2012-01-05 13:56 M
|50 __PDF_Test 1KE  Shortcut 2012-01-05 13:56 2012-01-05 12:08 :
E-;Cuuy of 25-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:56 2012-01-05 13:56 M
E-_Cnpy of 24-Checking Microsoft Windows Systems for Signs of Comprornis. .. 1KB  Shartcut 2012-01-05 13:56 2012-01-05 13:56 H
E_Cuuy of 23-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55 Z
E-_Cnpy of 22-Checking Microsoft Windows Systems for Signs of Comprornis. .. 1KB  Shartcut 2012-01-05 13:55 2012-01-05 13:55 H
E_Cuuy of 21-Checking Microsoft Windows Systems for Signs of Compromis... 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55 Z
E-_Cnpy of 20-Checking Microsoft Windows Systems for Signs of Comprornis. .. 1KB  Shartcut 2012-01-05 13:55 2012-01-05 13:55 H
E_Cuuy of 13-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55 Z
ET_Cnpy of 18-Checking Microsoft Windows Systems for Signs of Compromi 1KB  Shartcut 2012-01-05 13:55 2012-01-05 13:55 H
E_Cuuy of 17-Checking Microsoft Windows Systems for Signs of Compromis... 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55 Z
&ZDlZ-Dl-DS 13-50-51.gif 1KEB Shortcut 2012-01-05 13:50 2012-01-05 13:50 :
E_Cony of 05-Checking Microsoft Windows Systems for Signs of Comproris. .., 1KE Shartcut 2012-01-05 13:49 2012-01-05 13:49 H
&ZDlZ-Dl-DS 13-36-44.gif 1KEB Shortcut 2012-01-05 1337 2012-01-05 13:37 :
&2012-01-05 13-37-35.gif 1kB  Shortout 2012-01-05 1337 2012-01-05 13:37 H
&2012-01-05 13-23-16.gif 1KE  Shortcut 2012-01-05 13:29 2012-01-05 13:29 :
&2012-01-05 13-17-07 gif 1kB  Shortout 2012-01-05 13:17 2012-01-05 13:17 H
ET_DQ-Checking Microsoft Windows Syskems for Signs of Compromise. pdf 1KB Shartcut 2012-01-05 13:15 2012-01-05 13:15 H
&2012-01-05 13-10-41.gif 1kB  Shortout 2012-01-05 13:10 2012-01-05 13:10 H
%2012-01-05 13-03-42, qif 1KE Shortcut 2012-01-05 13:09 2012-01-05 13:09 :
4
13 objects selected £
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Elle Edit ¥iew Favortes Tools Help

OBack > ? /.- ) Search Falders El-

Address | C:\Documents and SettingsiMySelfipecent

Name Size | Type | Date Modified ‘ Date Created
File and Folder Tasks ¥ EFjUZ-TESTlZSEZI.dDCX 1kB Shorkcut 2012-01-05 15:00 2012-01-05 14:56
1 KB Shorteut 2012-01-05 15:00 2012-01-05 14:56
Other Places 2 LKE  Shorbedt 2012-01-05 15:00 2012-01-05 14:56
EFjU‘I-TESTlZSEZI.dDCX 1kB Shorkcut 2012-01-05 15:00 2012-01-05 14:56
2 Myself |4 |03-TEST123321 docx LKE Shorteut 2012-01-05 15:00 2012-01-05 1456
[} My Documents EﬂUG-TESTIZSEZI.dDEX 1 kB Shortcut 2012-01-05 15:00 2012-01-05 14:56
_é Compukber EFjUS-TESTlZSEZI.dDCX 1kB Shorkcut 2012-01-05 15:00 2012-01-05 14:56
€ Hetwork 4 |08-TEST123321 docx LKE  Shorteut 2012-01-05 15:00 2012-01-05 1456
Eﬂﬂ?-TESTlZSEZl.dDEx 1 KB Shorteut 2012-01-05 15:00 2012-01-05 14:56
Efj 0-TEST123321.docx 1kB Shorkcut 2012-01-05 15:00 2012-01-05 14:56
Details F3 EﬂUQ'TESTIESEZI.dDCX 1kB Shorkcut 2012-01-05 15:00 2012-01-05 14:56
[a)New Folder 1 KB Shorteut 2012-01-05 14:57 2012-01-05 12:06
10ikems sslscted. Hez012-01-05 14-57-43.gF LKE  Shortedt 2012-01-05 14:57 2012-01-05 1457
Total File Size: 4,08 KB %2012—01—05 13-57-14.0f LKE  Shorbeut 2012-01-05 13:57 2012-01-05 1357
&= Copy of 26-Checking Microsoft Windows Systems For Signs of Compromis. .. 1 KB Shortcut 2012-01-05 13:56 2012-01-05 13:56
[a)__PDF_Test 1 kB Shortcut 2012-01-05 13:56 2012-01-05 12:08
ECDDV of 25-Checking Micrasaft Windows Systems For Signs of Compraris, ., LKE Shortcut 2012-01-05 13:56 2012-01-05 13:56
ET_CDpy of 24-Checking Micrasaft Windows Systems For Signs of Compraris. .. 1 KB Shortcut 2012-01-05 13:56 2012-01-05 13:56
- | Copy of 23-Checking Microsoft Windaws Systems For Signs of Compromis. .. 1 KB Shorteut 2012-01-05 13:55 2012-01-05 1355
ECDDV of 22-Checking Micrasaft Windows Systems For Signs of Compraris, ., LKE Shortcut 2012-01-05 13:55 2012-01-05 13:55
E-'-_Copy of 21-Checking Micrasaft Windows Systems For Signs of Compraris., ., LKB Shortcut 2012-01-05 13:55 2012-01-05 13:55
ECDDY of 20-Checking Microsoft Windows Systems For Signs of Compromis. .. 1 KB Shortcut 2012-01-05 13:55 2012-01-05 13:55
ECDDV of 19-Checking Micrasaft Windows Systems For Signs of Compraris, ., LKE Shortcut 2012-01-05 13:55 2012-01-05 13:55
E-'-_Copy of 18-Checking Micrasaft Windows Systems For Signs of Compraris., ., LKB Shortcut 2012-01-05 13:55 2012-01-05 13:55
ET_CDpy of 17-Checking Micrasaft Windows Systems For Signs of Compraris. .. 1 KB Shortcut 2012-01-05 13:55 2012-01-05 13:55
&2012-01-05 13-50-51.gif 1 KB Shortcut 2012-01-05 13:50 2012-01-05 13:50
E-'-_Copy of 05-Checking Micrasaft Windows Systems For Signs of Compranis., ., LKB Shortcut 2012-01-05 13:49 2012-01-05 13:49
&2012-01-05 13-36-44.qif 1 KB Shorteut 2012-01-05 13:37 2012-01-05 13:57
&2012-01-05 13-37-35.qif 1 kB Shortcut 2012-01-05 13:37 2012-01-05 13:57
&2012-01-05 13-2-16.qif 1kB Shorkcut 2012-01-05 13:29 2012-01-05 13129
&2012-01-05 13-17-07 .qif 1 KB Shorteut 2012-01-05 13:17 2012-01-05 13:17
1| 03-Checking Microsoft Windows Systems for Signs of Compromise. pdf 1 KB Shorteut 2012-01-05 13:15 2012-01-05 1315
&2012-01-05 13-10-41.gif 1kB Shorkcut 2012-01-05 13:10 2012-01-05 13110
&ZDIZ—DI—DE 13-09-42.qif LKE Shorteut 2012-01-05 13:09 2012-01-05 13:09
&2012-01-05 13-04-58.qif 1 kB Shortcut 2012-01-05 13:08 2012-01-05 13:05
m_? Mew PDF Test 1 kB Shorkcut 2012-01-05 13:04 2012-01-05 13:03

4

10 obiects selected

In the Registry at HKCU \Software\Microsoft\Offid&.0\Word\File MRU we find the Word File MRU lisak the
last 50 entries, and are files 01-13 are listet-48. (NOTE screen shot does not show all 50 itenadl 13 of the
test docs) .

& Registry Editor ﬂﬂ
Fle Edi Vew Favorites Hep
& ] User Settings | [ name Type Data il
w1 (0 Wisio [aB](pefault) REG_SZ {value ot set)
=3 word —! | [2B]tem 1 REG_SZ [FOD000000][T01CCCBE4ZC013880]D:|_DOC_Test|13-TEST123321 .docx
(21 Adobe POF [28]1eem 10 REG_SZ [FO000D00O][ T01CCCBE4230936101#D:)_DOC_Testi4-TEST123321 datx
B pats ) [a®)1cem 11 REG_SZ [FODO0000D]{ 01 CCCBE4ZZ5B4ZD0]D:,_DOC_Test|03-TEST123321 . docx
2 DellLaser Printer 3000 PCLS [aB]1tem 12 REG_SZ [FO0000000][T01CCCBE421 ASFCSO]*D:|_DOC_Testinz-TEST123321 . dock

3 e ML [aB]1tem 13 REG_SZ [FOD0000A0][ T CCCBE416CCADEN]D:y_DOC_Test\01-TEST1 23321 docx

{0 options "
P b st PO Prblicher | |[2Ettem 14 REG_SZ [FOD000000][ T01CCCBCAATFOF00JD:___TEST___YLNK.docx ~|

Iuy CamputeriHKEY_CURRENT_LISER\SoftwareiMicrosaft|Office, 12, 0\Word|File MRU

At the DOCX extension specific MRU located at HKCU
\Software\Microsoft\Windows\CurrentVersion\Expldi@omDIg32\OpenSaveMRU\docx we find it is not update
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Now we open DOCs 14-26 using the FILE | Open mefrad within Word. While the files are open we e
now only 10 LNK files (17-26) appear in the Rectaider,and the same when the files are closed.

J Recent

Fle Edit Yiew Favorites Took Help

O Back v () ? / ) search Folders Elv

addrass [ c\Decuments and Settings\MySelFRecent

Mame Size | Type Date Modified Date Created
File and Folder Tasks ¥ []15-TEST123321.docx 1KB Shortcut 2012-01-05 15:24 2012-01-05 15:24
Eﬂl4-TEET12332[.dD(x 1KB Shorkcut 2012-01-05 15:24 2012-01-05 15:24
Other Places 2 [g0_DOC_ Test 1KB Shortcut 2012-01-05 15:24 2012-01-05 14:56
EﬂlE-TEETIZSEZl.dD(x 1KB Shorkcut 2012-01-05 15:24 2012-01-05 15:19
1= MySelf [ 117-TEST123321..docx 1KB Shortcut 2012-01-05 15:24 2012-01-05 15:19
J_'l My Documents E\L‘_’IIE-TESTIZSEZl.dDCX 1KB Shorteut 2012-01-05 15:24 2012-01-05 15:24
J Computer [ 119-TEST123321. docx 1KB Shortcut 2012-01-05 15:24 2012-01-05 15:19
&2 Network EF_’IZI-TESTIZSEZI.dDCx 1KB Sharkcut 2012-01-05 15:24 2012-01-05 15:19
= E\LJZU-TEST123321.chx 1KE Sharkcut 2012-01-05 15:24 2012-01-05 15:19
[g\LjZ:‘)-TEST123321 docx 1KE Shartcut 2012-01-05 15:24 2012-01-05 15:20
Details A bfjz2-TESTi23321.docx 1KE Shorteot 2012-01-05 15:24 2012-01-05 15:19
mDQ-TEST123321.chx 1KE Shartcut 2012-01-05 15:00 2012-01-05 14:56
10kems selected. He2012-01-05 14-57-49.9F 1KB Shorteat 2012-01-05 1457 2012-01-05 1457
O e ke %2012—01705 1357-14.9F 1KE  Sharkout 2012-01-05 13:57 2012-01-05 13:57
e Copy of 26-Checking Microsoft Windows Systems For Signs of Compromis. .. 1KE Shaorkcut 2012-01-05 13:56 2012-01-05 13:56
[0 PDF_Test 1KE Shortout 2012-01-05 13:56 2012-01-05 12:05
= Copy of 25-Checking Micrasoft Windows Systems For Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:56 2012-01-05 13:56
= Copy of 24-Checking Micrasoft Windows Systems For Signs of Campromi 1KE Shortcut 2012-01-05 13:56 2012-01-05 13:56
= Copy of 23-Checking Micrasoft Windows Systems For Signs of Compromis. 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55
= Copy of 22-Checking Micrasoft Windows Systems For Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:55 2012-01-05 13:55
BI- Copy of 21-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shartcut 2012-01-05 13:55 2012-01-05 13:55
B Copy of 20-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shartcut 2012-01-05 13:55 2012-01-05 13:55
BI-|Copy of 19-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shortcut 2012-01-05 1355 2012-01-05 1355
1| Copy of 18-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE Shortcut 2012-01-05 1355 2012-01-05 1355
BI|Copy of 17-Checking Microsoft Windows Systems For Signs of Compromis. .. 1KE Shortcut 2012-01-05 13:55 2012-01-05 1355
&ZUIZ-UI-UE 13-50-51.gf 1KB Sharkcut 2012-01-05 13:50 2012-01-05 13:50
B0/ Copy of 05-Checking Microsoft Windows Systems For Signs of Compromis. . 1KB Shortcut 2012-01-05 13:49 2012-01-05 1349
&ZUIZ-UI-UE 13-36-44.af 1KB Sharkcut 2012-01-05 1337 2012-01-05 1337
&2012-01-05 13-37-35.qf 1KE Sharkcut 2012-01-05 1337 2012-01-05 13:37
&2012-01-05 13-29-16.gf 1KE Shartcut 2012-01-05 13:29 2012-01-05 13:29
&2012-01-05 13-17-07.gf 1KE Shartcut 2012-01-05 13117 2012-01-05 13117
E\“_DQ-Checking Microsaft Wwindows Systems For Signs of Compromise.pdf 1KB Shaorkcut 2012-01-05 13:15 2012-01-05 13:15
&2012—01705 13-10-41.giF 1KE Shortout 2012-01-05 13110 2012-01-05 13110
[ Mew PDF_Test 1KE Shortout 2012-01-05 13:04 2012-01-05 1303
&2012—01705 12-46-59.giF 1KE Shortout 2012-01-05 12:47 2012-01-05 12:47
ﬁZUIZ—UIrDS 12-05-51.qif 1 KB Shortout 2012-01-05 IZJTS 2012-01-05 12:06
]

10 objects selected

The Word File MRU list has the files 14-26 listeslwell as files 01-13 because it holds 50 entries

ditor

Favorites  Help

71 Office Tvpe Data
-3 12.0 REG_S7 {walue not set)
-] Access (2 Flem 1 REG_57 [FOO00000N][ T CCCBE?PAF239C0]*D1|__DOC_Test26-TEST123321 . docx
(] Clip Organizer [ab]1tem 10 REG_SZ [FOO000000][TA1 CCCBE?S341 B200]#D:_DOC_Testi17-TEST123321 . docx
0 aview L REG_SZ [FOO000000][TA1 CCCBE?4F7281 90]#D:_DOC_Testi16-TEST123321 . docx
+ g E°mr|“°” REG_SZ [FO0000000][ TO1CCCBEA4AEFOS00]*D:|__DOC_Test|15-TEST123321.docx
+ a G"EE REG_SZ [FOO000000][T01 CCCBE?30BC23A0#DY,__DOC_Testi14-TEST123321.docx
= Inrf?s’;h REG_SZ [FO0D00O0O] TO1CCCBERZDICDACOT*D_ TEST  \LMK.docx
= &2 mon1 [aB]1tem 15 REG_SZ [FOO000000][T01 CCCBE42C013380]*D1|__DOC_Test|13-TEST123321.docx
410 M5 Propect REG_SZ [FOO00000N][T01 CCCBE42EFEITA0]#D:|__DOC_Test|12-TEST123321 . docx
w0 o1 REG_SZ [FOO000000][ T CCCBE42597ADAN]¥D:,__DOC_Testi11-TEST123321 docx
%1 Onehiote REG_SZ [FOO000000][ T CCCBE4254D03S0]¥0:,__DOC_Testi L0-TEST123321 docx
51 C Outack REG_SZ [FOO000000][ T CCCBE42E584FCO]*D1|__DOC_Test\08-TEST123321. docx
{2 Plcturs Manager REG_SZ [FOO000000][ T CCCBE?70361 C20]*D1|__DOC_Test25-TEST123321. docx
%[ PowerPoint REG_SZ [FOO000000][T01 CCCBE427DSFA00]*D:|__DOC_Test\08-TEST123321 . docx
(2 Praject REG_SZ [FOO000000][TA1 CCCBE42581 13E0J#D:__DOC_Testi07-TEST123321 . docx
#)- (2 Registration REG_SZ [FOO000000][T01 CCCBE424467100]#0:)_DOC_TestiD6-TEST123321 . docx
%) (L] User Settings REG_SZ [FOO000000][ 01 CCCBE423664A30]*D1,_DOC_Test\05-TEST123321. docx
#(1] wisio REG 52 [FOOD00000][T01 CCCBE4230936 107+, __DOC_TestiD4-TEST123321 . docx
=2 word REG 52 [FOO000000][ T CCCBE4225B42D0]*D1,_ DOC_Test\03-TEST123321. docx
(0 Adobe FOF [aB]1tem 25 REG_SZ [FOO000000][ T CCCBE421ASFCON]DN,__DOC_Test\02-TEST123321 .docx
g Daﬁa [ab]1tem 27 REG_SZ [FOO000000][T01 CCCBE41 SCCEDENTFDY,__DOC_Test\01-TEST123321.docx
=~ EIE ;ﬁ:uer Prinker 300020 PCLE REG_5Z [FOO000000][TO1 CoCECISSCAFE00]#D:,_[or_TestTEST1 23321, docx
o Oletinns .Item 9 REG_57 [FOOOD0000][ TO1CCCRCIFENSFABOTHM:\Docs__A Leadership Primer.docx
= oeens e | | E)rtem 3 REG_SZ [FOO000000][T0 CCCBE?E02818D0]D:|__DOC_Test24-TEST123321 . dacx

¥ CHRRFNT 1ISFRYSafruare) MicrnsnfH OFFiret 1 2. nitnediFile M1
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However the DOCX extension specific MRU, still didt update? | MUST KNOW THE SECRET! | looked
carefully at the list and noted that the documeetam to reference documents | downloaded fronriteeriet. |
used FireFox, went to a website with a DOCX, dowdkd it 3 times and sure enough there were 3 brawd

entries in the DOCX extension specific MRU.

{1 Ense
—.

ripk

= |

Narme:

[aB](eFaul)
a
[aB]b

¥
[28]e
[aB)
(=]
[aB]h
[aB);
[aB];
[aB]mRUList

4

Type

REG_SZ
REG_SZ
REG_5Z
REG_SZ
REG_SZ
REG_5Z
REG_S?
REG_S?
REG_S?
REG_SZ
REG_SZ
REG_5Z

Data
(walue not set)

IM:3Utils\L aws-Rules-RegulationsiPIySouth CarolinalSs0.docx

Dii_DOC_Test_From_IntiForensic Evidence Handouts, docx
Di_DOC_Test_From_Ink|Forensic Evidence Handouts-01.docx
Di_DOC_Test_From_Ink|Forensic Evidence Handouts-02.docx

\
M:\Utils\Programming_Reverse_Eng\Reverse_Englanalyzing-malicious-document-files, docx
M:3Utils\MicrosoftiVirtualPC_Server|Windows %P Mode IT Pro Overview_3_16,docx
gfedcbajih

MHKEY CLRREMT USER\SoftwareiMicrasaftiwindowsiCurrentyersioniExploreriComDInZ2t OpensaveMRLdocs:

And there were 3 brand new LNK files, but waithbtight LNK files were created “when a file is opghe

J Recent

Fle Edt View Favorites

Tools

Help

Qe - ) - (T /"15earch Folders | [137]~

File and Folder Tasks

Other Places

) Myself

(L) My Documents
_‘; Computer

& network

Details
Fitems selected.

Tokal File Size: 1,49 KB

1|3 objects selected

2ddress | CiiDocuments and SettingsiMySelf\Recent

Name Size | Typs Date Modified Date Created
@LNK.dOCX 1KE Shorbout 2012-01-05 15:50 2012-01-05 11154
[ TEST___ 1KE  Shorteut 2012-01-05 15:50 2012-01-05 11:54
[ Mews Folder 1KE  Shorbcut 2012-01-05 15:50 2012-01-05 12:06
&2012—01—05 15-49-57 gif 1KE Shorbout 2012-01-05 15:50 2012-01-05 15:50
4| Forensic Evidence Handauts-02,dacx 1KB  Sharteut 2012-01-05 15:47 2012-01-05 15:47
[2) _DOC_Test_From_Int 1KE  Shorbcut 2012-01-05 15:47 2012-01-05 15:47
EﬂFDrEnsic Evidence Handouts-01.docx 1KE  Shorbcut 2012-01-05 15:47 2012-01-05 15:47

F 1KE  Shorteut 2012-01-05 15:47 2012-01-05 15:45
[ South Carolina 1KE  Shorbcut 2012-01-05 15:41 2012-01-05 15:41
ESBU.dUEX 1KE  Shorbcut 2012-01-05 15:41 2012-01-05 15:41
E—ﬂLNK_TEST.chx 1KB Shorbout 2012-01-05 15:36 2012-01-05
&ZD[Z-DI-DS 15-30-06.gif 1KE  Shorbcut 2012-01-05 15:30 2012-01-05
&2012—01—05 15-29-22.gif 1KE  Shorbcut 2012-01-05 15:29 2012-01-05 15:29
&2012-01-05 15-01-13.giF 1KB Shorbout 2012-01-05 15:26 2012-01-05 15:01
&ZD[Z-DI-DS 15-11-11.gif 1KE  Shorbcut 2012-01-05 15:28 2012-01-05 15:11
EIS—TESTIZSSZI.dUEx 1KE  Shorbcut 2012-01-05 15:24 2012-01-05 15:24
E-ﬂl‘?-TESTlZﬁZl.docx 1KB Shorbout 2012-01-05 15124 2012-01-05 15:24
[ DOC_Test 1KB  Shorteut 2012-01-05 15:24 2012-01-05 14:56
@17'TEST123321.dUEX 1KE  Shorbcut 2012-01-05 15:24 2012-01-05 15:19
E-ﬂl&-TESTlZﬁZl.docx 1KB Shorbout 2012-01-05 15124 2012-01-05 15:24
E—ﬂlg-TESTlZSBZl.dﬂEX 1KB  Shorteut 2012-01-05 15:24 2012-01-05 15:19
EZU*TESTIZSC')ZI.dUEX 1KE Shortcut 2012-01-05 15:24 2012-01-05 15:19
E-ﬂZZ-TESTlZI‘)Zl.dOCx 1KB Shorbout 2012-01-05 15124 2012-01-05 15:19
EﬂDQ-TESTlZSBZl.dﬂEX 1KB  Shorteut 2012-01-05 15:00 2012-01-05 14:56
&ZDlZ'DI'DS 14-57-49.gif 1KE  Shorbcut 2012-01-05 1457 2012-01-05 14:57
&2012-01-05 13-57-14.gif 1KB Shorbout 2012-01-05 1357 2012-01-05 13:57
I Copy of 26-Checking Microsaft Windows Systems for Signs of Compromis. .. 1KB Sharteut 2012-01-05 13:56 2012-01-05 13:56
[52) __POF_Test 1KE  Shorbcut 2012-01-05 13:56 2012-01-05 12:08
BT Capy of 25-Checking Microsoft Windows Systems For Signs of Comproris. .. 1KE Shorkcut 2012-01-05 13:56 2012-01-05 13:56
I Copy of 24-Checking Microsaft Windows Systems for Signs of Compromis. .. 1KB Sharteut 2012-01-05 13:56 2012-01-05 13:56
I Copy of 23-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE  Shorbout 2012-01-05 13:55 2012-01-05 13:55
ET_ Copy of 22-Checking Microsaft Windows Systems For Sians of Compromis 1KE Shorkcut 2012-01-05 1355 2012-01-05 13:55
B Copy of 21-Checking Microsaft Windows Systems for Signs of Compromis. .. 1KB  Sharteut 2012-01-05 13:55 2012-01-05 13:55
I Copy of 20-Checking Microsoft Windows Systems for Signs of Compromis. .. 1KE  Shorbout 2012-01-05 13:55 2012-01-05 13:55
ET_ Copy of 19-Checking Microsaft Windows Systems for Signs of Compromis... 1KE Shorkcut 2012-01-05 1355 2012-01-05 13:55
- Copy of 18-Checking Microsaft Windows Systems for Sians of Comprormis. . 1KE  Shortout 2012-01-05 1355 2012-01-05 13:55
.
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Taking a look at the metadata of the LNK we see that it references the Folder where the file was downloaded, but
there is no actual target metadata

Lnk Metadata

Path: C:\Documents and Settings\M ySelf\Recent\For ensic Evidence Handouts-01.docx Ink
Flags:

Attributes:

Show Command: SW_SHOWNORMAL

Name:

Relative Path:

Working Path: D:\_ DOC_Test_From_Int

Arguments:

Icon Location:

Target Metadata

Created Timestamp: 0001-01-01 00: 00:00
Accessed Timestamp: 0001-01-01 00:00:00
Written Timestamp: 0001-01-01 00:00:00
FileSize: 0

Icon Index: O

Volumeld

Drive Type: DRIVE_FIXED
Serial No: XXXXXXX
Name: XXXXXXX

Tracker DataBlock

M achinel d:

NewVolumel d:

NewObjectld:

NewObjectld Timestamp: 0001-01-01 00:00:00
NewObjectld Sequence Number: 0
NewObjectld MAC Address:

BirthVolumel d:

BirthObjectld:

BirthObjectld Timestamp: 0001-01-01 00:00:00
BirthObjectld Sequence Number: 0
BirthObjectld MAC Address:
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In addition, as we can see below there are nowQ&X LNK files in the Recent folder with no open DRdiles.

J Recent

File Edit Wew Favorites Tools Help

O Back = () ? /. ! Search Folders Ev

Address ‘._’l C\Documents and SettingsiMySelfiRecent

[Mame Size | Tvpe Date Modified Date Created
File and Folder Tasks ¥ E\LjLNK.docx 1KE Sharkout 2012-01-05 16:09 2012-01-05 11:54
__ TEST____ 1KE Sharkout 2012-01-05 16:09 2012-01-05 11:54
Other Places H [ Mew Folder 1KE Shorkouk 2012-01-05 16:00 2012-01-05 12:06
&2012-01-05 16-00-02.gif 1KE Shaorkout 2012-01-05 16:00 2012-01-05 16:00
2 MySelf &ZDIZ-DI-DS 15-49-57.gif 1KB Shorteuk 2012-01-05 15:50 2012-01-05 15:50
[} My Documerts L' |Farensic Evidence Handouts-02 docx 1KE Shorkout 2012-01-05 15:47 2012-01-05 15:47
J Computer [ _DCC_Test_From_Ink 1KE Shorteut 2012-01-05 15:47 2012-01-05 15:47
& Metwork ﬁ-jFDrensic Evidence Handouts-01, docx 1KE Shorkout 2012-01-05 15:47 2012-01-05 15:47
= E{-jFDrensic Evidence Handouts,docx 1KE Shaorkout 2012-01-05 15:47 2012-01-05 1545
[g50uth Caroling 1KB Shorteuk 2012-01-05 15:41 2012-01-05 15:41
Details & 4 |580.docx 1KE Shorteut 2012-01-05 15:41 2012-01-05 15:41
h‘-jLNK_TEST.chx 1KE Sharkout 2012-01-05 15:38 2012-01-05 15:38
L4 items selected. H2012-01-05 15-30-06.gF 1KE  Shorteut 2012-01-05 15:30 2012-01-05 1530
Tatal File Size: 7.12 KB Ne2012-01-05 15-29-22.aF 1KB  Shorteut 2012-01-05 15:29 2012-01-05 15:29
*2012-01-05 15-01-13.gif 1KB  Shorkeuk 2012-01-05 15:28 2012-01-05 15:01
&2012-01-05 15-11-11.gif 1KE Sharkout 2012-01-05 15:28 2012-01-05 15:11
EﬂlS-TESTlZSSZl.chx 1KE Sharkout 2012-01-05 15:24 2012-01-05 15:24
Ef-jl‘I-TEST123321.dUEx 1KE Shorkout 2012-01-05 15:24 2012-01-05 15:24
[ __DOC_Test 1KE sSharkout 2012-01-05 15:24 2012-01-05 1456
E\le?-TEST123321.docx 1KE Sharkout 2012-01-05 15:24 2012-01-05 15:19
h‘-lerTEST123321.docx 1KE Sharkout 2012-01-05 15:24 2012-01-05 15:24
ELJIQ-TESTIZSSZI.dDCX 1KE Sharkout 2012-01-05 15:24 2012-01-05 15:19
E{-jZD-TEST123321.dDCX 1KE Shaorkout 2012-01-05 15:24 2012-01-05 1519
EFJZZ-TEST123321.dDEX 1KB sShorteuk 2012-01-05 15:24 2012-01-05 15:19
0 1KE Sharkout 2012-01-05 15:00 2012-01-05 14:56
&2012*01*05 14-57-49.gif 1KE Sharkout 2012-01-05 1457 2012-01-05 1457
&2012-01-05 13-57-14.qif 1KE Shorkout 2012-01-05 13:57 2012-01-05 13,57
ET_Copy of 2&-Checking Microsoft Windows Systems For Signs of Compromis. .. 1KE Shorkcut 2012-01-05 13:56 2012-01-05 1356
|50 __PDF_Test 1KB Shorteuk 2012-01-05 13:56 2012-01-05 12:08
1| Copy of 25-Checking Microsaft Windows Systems For Signs of Compromis... 1KE Shorkeut 2012-01-05 13:56 2012-01-05 1356
E-'-_Copy of 24-Checking Microsoft Windows Systems Far Signs of Compramis... 1KE Shorteut 2012-01-05 13:56 2012-01-05 13:56
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14 objects selected

We will conclude today’s (05 Jan 2012) work androfidoack up tomorrow with test on time for the LNiles.

Itis 07 Jan 2012 and right now from the past 6 tm®ithrough 03 Jan 2013) there are only 31 PDF &£ Hid 37
DOC LNKs As opposed to 33 and 41 when we staridaine of the LNKs for the 05 Jan - 07 Jan have mreat
dates prior to the' thus it cannot be from a LNK being reused...so wiiid they go?

There were 92 LNKSs total for 04 Jan when we wenmisfied working on 05 Jan, today there are onlyTigere
were 94 LNKs total for 05 Jan when we conclude 5d@n, today there are only 34.

| now have 64 LNKs for the's 31 are MS Excel LNKs (CSV and XLSX), 17 are .SQlwas log parsing) the rest

are ZIP RAR and TXT LNKs. The point is there areD@CX or PDF LNKs. | opened 10 PDFs this mornigg b
the double click method, they all show in the Redelder.
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What the Deuce LNK s!

Let us take a look at the LNKs fronf 4nd the 5. For the PDF LNKs we have 6 on the 5th, the gatgjlers” 09
and copy of 05, and 4 others. Why did the 4 others remain? | clearly opened 10 PDFs today it khbave
cleared the rest, at least | would have thought.
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How about from the®? Here we have 6 as well? WHAT THE DEUCE!
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Note to Self:
Explain printing documents to PDF.
Explain the folder shortcuts

Explain how copy and moving a file when openingafted a LNK but makes new Reg entries.
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