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AMERICAN BAR ASSOCIATION

ADOPTED BY THE HOUSE OF DELEGATES
AUGUST 11-12, 2008
RECOMMENDATION:

RESOLVED, That the American Bar Association urges State, local
and territorial legislatures, State regulatory agencies, and other relevant
government agencies or entities, to refrain from requiring private

investigator licenses for persons engaged in:

computer or digital forensic services or in the acquisition, review, or
analysis of digital or computer-based information, whether for
purposes of obtaining or furnishing information for evidentiary or
other purposes, or for providing expert testimony before a court; or

network or system vulnerability testing, including network scans and
risk assessment and analysis of computers connected to a network.
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AMERICAN BAR ASSOCIATION

s ADOPTED BY THE HOUSE OF DELEGATES
AUGUST 11-12, 2008

m FURTHER RESOLVED, That the American Bar Association
supports efforts to establish professional certification or

competency requirements for such activities based upon the
current state of technology and science.

***NOT LEGAL ADVICE****



Scott Moulton

They tried to remove me from the court and allowed my testimony. That was after
they passed the felony in Georgia, before | helped get it vetoed. | was told if | had
not gotten in \Vetoed before July 1st when it went into effect that "someone" was
going to arrest me for the felony if | was still practicing forensic on July 1st. So it
was allowed that I testified even though "they claimed" it was a misdemeanor.

| was arrested for Portscanning in 2000 in a different case. | was working at a 911

center and portscanned the ISP for the Sheriff's office connected to the 911 center
and the ISP called the GBI and had me arrested, and it cost me $100 grand to defend

***NOT LEGAL ADVICE****



OPINIONS?

m Opinions people have expressed:

m _regulation i1s needed.. It gets rid of the rift raft that
hangs out a sign

® .worst computer guy working on their case over a PI
and generally believe the PI is not qualified.

m ..this is a field of science and computer science does
not belong under the PI wing.

= .But a lot more people just think it does not apply to
them; Forensic Handwriting Experts, or Question
Document Examiners.
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RECENT EVENTS IN MICHIGAN

m Michigan passed the “Professional Investigator Licensure Act”
on May 28% 2008.

m [ makes it a felony to practice computer forensics without a
license going into effect:

“This act is ordered to take immediate effect.”

m Penalty for the crime of computer forensics:

(3) A person violating this section 1s guilty of a felony punishable by

imprisonment for not more than 4 years or by a penal fine of not
more than $5,000.00, ot both.
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Pl license — The Reciprocity Disadvantage

Provisions of the Reciprocity Agreements
An investigator may conduct business outside his or her home state only under the
circumstances indicated below.
-The investigation must be initiated in the investigator's home state.
-The investigator may spend no more than 30 days Per Case while conducting
an investigation in another state. (Note the exceptions below!)
-The investigator is prohibited from soliciting business while in another state
and from establishing a business or setting up residence while conducting an
Investigation in that state.
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Introduction to Digital

Forensics and the PI Issue
List of Reciprocity States

The following states have mutually agreed to recognize the right of private
Investigators to conduct interstate business:

California

Georgia

Louisiana

North Carolina

Oklahoma

Tennessee™

Virginia

http://licgweb.doacs.state.fl.us/investigations/reciprocity.htmi
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What you can do to help!!

* Be Proactive — Help yourself!!
« ACT FAST!!
*ACT FIRST!!
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jer 6th Circwnt Now. 13, 2006: An IRS Special Agent who wasa
ed computer forensic speaahst was offired by the govenmment prosecutor
asa fact(lay) witness. Inher opimmon, Judge Moore reco grizedthat while mary
computer applications are conmonknowledse, the ability to interpret the output
of forensic software required qualificationas anexpert withessunder FEE 702, It
1z therefore the responsibility of the cowrt to detenrine 1f the witness is quahified
if appropnate scientific prinaples were utiized and apphed to thematter atbar.

The cross-border nature of compuing and teleconmrurucations demands flexability in
digital evidence collection State PI hcensing statutes, on thewheole, do not address
problems with junsdiction andreciproaty, and may impede the collectiono f digital

evidence.

Fezpectfially,

Dave Kleiman- http:/ wew. ConputerForensic Exanuner. com
4371 Northlake Blvd=314

Palm Beach Gardens, F1. 33410

5613108801
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Proposed Changes to Florida PI Statutes

Florida Private Investigative and Security Services are defined in F.S.S. CHAPTER 493,
PRIVATE INVESTIGATIVE,PRIVATE SECURITY, AND REPOSSESSION SERVICES,
PARTII, PRIVATE INVESTIGATIVE SERVICES (ss. 493.6201-493.6203).

These statutes can be found in the appendix to this memo or online at:
http://www flsenate.gov/Statutes/index.cfm?App_mode=Display_Statute&URI.=Ch0493/ch0493
htm.

F.S.S. 493.6101 Definitions.-- includes the following language:
(1) "Department" means the Department of Agriculture and Consumer Services.

(2) "Person" means any individual, firm, company, agency, organization, partnership, or
corporation.

(3) "Licensee" means any person licensed under this chapter.

(4) The personal pronoun "he" or the personal pronoun "she" implies the impersonal pronoun
Hit- "
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Proposed new language to § 493.6101:

(24) "Digital Forensic Specialist” means a person who has training, education,
experience, and/or certification in the seizure, preservation, examination, and
analysis of media containing digital data. A digital forensic specialist may interpret,
evaluate, test, or analyze pre-existing data from computers, computer systems,
networks, or other digital media provided to them by another person who owns,
controls, or possesses said computer, computer system, network, or other electronic
media.

Or this????

Digital Forensic Specialist” means a person who holds a professional certification or
who has training, education, and experience as a digital or computer forensic
examiner and who interprets, evaluates, tests, or analyzes pre-existing data from
computers, computer systems, networks or other electronic media, provided to them
by another person who owns, controls or possesses said computer, computer system,
network or other electronic media
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493.6102 Inapplicability of this chapter.--This chapter shall not apply to:
(Exemptions) includes the following language:

(1) Any individual who 1s an "officer" as defined in s. 943.10(14) or is a law enforcement officer
of the United States Government, while such local, state, or federal officeris engaged in her or
his official duties or when performing off-duty security activities approved by her or his
SUpEriors.

(2) Any insurance investigator or adjuster licensed by a state or federal licensing authority when
such person is providing services or expert advice within the scope of her or his license.

(3) Any individual solely, exclusively, and regularly employed as an unarmed investigator in
connection with the business of her or his employer, when there exists an employer-employee
relationship.

(4) Anyunarmed individual engaged in security services who 1s employed exclusively to work
on the premises of her or his employer, or in connection with the business of her or his employer,
when there exists an employer-employee relationship.
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(15) Any licensed Florida-certified public accountant who 1s acting within the scope of the
practice of public accounting as defined in chapter 473.

Proposed new language to §493.6102

(16) An individual employed as a Digital Forensic Specialist, as defined in 493.6101
clause 24.

Or this??

An individual employved as a Digital Forensic Specialist who holds professional certification
or degree as a Digital or Computer Forensic Examiner.
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Thank you for your attention!

Questions??
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